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Linear Authentication Codes: Bounds and
Constructions

Huaxiong Wang, Chaoping Xing, and Rei Safavi-Naini

Abstract—In this paper, we consider a new class of uncondition-
ally secure authentication codes, calledlinear authentication codes
(or linear A-codes). We show that a linear A-code can be character-
ized by a family of subspaces of a vector space over a finite field. We
then derive an upper bound on the size of source space when other
parameters of the system, that is, the sizes of the key space and
the authenticator space, and the deception probability, are fixed.
We give constructions that are asymptotically close to the bound
and show applications of these codes in constructing distributed
authentication systems.

Index Terms—Authentication codes (A-codes), distributed
A-codes, linear A-codes.

I. INTRODUCTION

UNCONDITIONALLY secure authentication codes (A-
codes) allow two trusting parties to communicate in the

presence of an opponent who may construct a fraudulent mes-
sage, and/or substitute a transmitted message with a fraudulent
one.

The construction of unconditionally secure A-codes relies
on a number of theoretical areas including design theory, fi-
nite geometry, coding theory, and information theory. Previous
research on authentication theory has been mainly focused on
deriving bounds on parameters of A-codes and construction of
codes with desirable properties such as having the minimum
possible deception probabilities and the minimum number of
keys. In general, to describe the model of A-codes and charac-
terize optimal codes, a combinatorial approach is used. For ex-
ample, numerous results are in the form “an A-code with certain
properties exists if and only if a certain combinatorial structure
exists.”

In this paper, we introduce a new class of A-codes, called
linear A-codes. Linearity requires some additional algebraic
properties for the A-codes; that is, we require both the key
space and the authenticator space of the codes be vector spaces,
and a source state to induce a linear mapping between them.
The main motivation of linear A-codes stems from the study

Manuscript received August 11, 2001; revised November 15, 2002. The ma-
terial in this paper was presented in part at Indocrypt 2001, The Second Inter-
national Conference on Cryptology, Chennai, India, December 16–20, 2001.

H. Wang is with the Department of Computing, Macquarie University,
Sydney, NSW 2109, Australia (e-mail: hwang@ics.mq.edu.au).

C. Xing is with the Department of Mathematics, National University of Sin-
gapore, Singapore. He is also with the University of Science and Technology of
China, Hefei, Anhui, China (e-mail: matxcp@nus.edu.sg).

R. Safavi-Naini is with the School of Information Technology and Com-
puter Science, University of Wollongong, Wollongong, Australia (e-mail:
rei@uow.edu.au).

Communicated by P. Solé, Associate Editor for Coding Theory.
Digital Object Identifier 10.1109/TIT.2003.809567

of distributed authentication systems in which the functionality
of authentication is to be distributed among a number of
participants. The extra algebraic property allows more efficient
constructions of such distributed systems.

We characterize linear A-codes in terms of a family vector
spaces over finite fields such that the dimension of the inter-
section of a pair of such subspaces does not exceed a certain
desired value (security parameter). We derive an upper bound
on the number of possible source states of an A-code for given
deception probabilities and number of keys, and give construc-
tions that meet, or asymptotically meet, the bound.

The paper is organized as follows. In Section II, we give def-
initions and review known results on A-codes that will be re-
quired for the rest of the paper. In Section III, we introduce linear
A-codes. Characterization of A-codes in terms of the families of
subspaces of a vector space is given in Section IV, and bounds
on the number of source states and constructions that asymp-
totically meet the bounds are given in Sections V and VI. We
show how linear A-codes can be used to construct distributed
authentication schemes in Section VII. Finally, we propose fur-
ther research problems and conclude the paper in Section VIII.

II. A UTHENTICATION CODES(A-CODES)

A-codes were first considered by Gilbert, MacWilliams, and
Sloane [10]. Development of the general theory of uncondition-
ally secure authentication systems has been initiated by Sim-
mons [22], [23] and extended by a number of authors (see, for
example, [1]–[3], [5], [7], [8], [11], [16], [19], [24]–[28]).

In the conventional model for unconditionally secure authen-
tication system, there are three participants: atransmitter, a re-
ceiver, and anopponent. The transmitter wants to communicate
a message to a receiver using a public channel which is sub-
ject to active attacks. That is, the opponent may impersonate
the transmitter and insert a message into the channel, or replace
a transmitted message with a fraudulent one. To protect against
these attacks, the transmitter and the receiver share a secret key
which is used to choose an authentication rule from an A-code.

A systematicA-code (or A-codewithout secrecy) is a code
in which amessagethat is sent through the channel, consists
of a source state(i.e., plaintext) concatenated with anauthen-
ticator (or a tag). Such a code is a triple of finite
sets together with an (authentication) function: .
We sometimes also denote the A-code by . Here

is the set of source states,is the set of keys, and is the
set of authenticators. When the transmitter wants to send the
message using a key , which is secretly shared
with the receiver, he transmits the message , where
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and . When the receiver receives , she
checks the authenticity of the message by verifying whether

or not, using the secret key . If the equality
holds, she acceptsas authentic.

Suppose the opponent has the ability to insert messages into
the channel and/or to modify existing messages. Animperson-
ation attackis when the opponent inserts a new message
into the channel. Asubstitution attackis when the opponent sees
a message and changes it to where . A
message is calledvalid if there exists a key such that

. We assume that there is a probability distribu-
tion on the source states, which is known to all the participants.
Given the probability distribution on the source states, the re-
ceiver and the transmitter will choose a probability distribution
for . We will denote the probability of success of the opponent
in impersonation and substitution attacks byand , respec-
tively. Then we have

valid

and

valid observed

In the remainder of the paper, we will always assume that the
keys and the source states are uniformly distributed. In this case,
we can represent and as follows:

Consider an A-code , where is a set of source
states, and is a set of authenticators. For this code, it is
known that and . Codes with

have been known to be equivalent to orthogonal arrays (see
[26]). That is, suppose we have an A-code without se-
crecy with source states and havingauthenticators in which

. Then and equality occurs if
and only if there exists an orthogonal array , where

.
One of the goals of authentication theory is to derive bounds

on various parameters of A-codes and to construct A-codes with
desired properties. For a review of different bounds and con-
structions for A-codes, refer to [11], , [14], [24], and [26].

III. L INEAR A-CODES

Consider an A-code . For each key , the
authentication function : induces a mapping
from to defined by , . Thus, the
A-code can be characterized completely by the
family of mappings , andvice versa. An attractive
family of such mappings is obtained from analmost strongly
universal hash family, which was introduced by Wegman and
Carter [27] and has been the basis of the most combinatorial
constructions. More details on the connections between almost
strongly universal hash families and A-codes can be found in
[2], [26], [27].

A source state in an A-code can also
be uniquely associated with a mapping from to de-
fined by , . Then, again, the A-code

can be characterized by a family of mapping
. In a conventional authentication system, the key

space and the authenticator spacedo not have any alge-
braic structures. We will consider A-codes in whichand
have some additional algebraic structures. In particular,and

are vector spaces over a finite filed , and is a family of
-linear mappings from to . These codes are calledlinear

A-codes. As will be shown in Section VII, linear A-codes are
useful in constructing distributed authentication schemes.

Definition 3.1: An A-code is linear over if

i) and are finite-dimensional vector spaces over;

ii) for every , defined by is an
-linear mapping from to .

We identify with , and write the A-
code as to emphasize that the source states are
represented as linear mappings. We may assume that
and . Given a basis of and a basis

of , a linear mapping can be repre-
sented by aunique matrix over such that ,

. If and are two vector spaces over , and
is a linear mapping from to , we will denote

. Obviously, is a subspace of
and its dimension is denoted by .

Next, we compute the success probabilities of impersonation
and substitution attacks for a linear A-code. For the imperson-
ation attack, we have

where

Clearly, , and if equality holds then achieves the
maximal value. In this case, eachis onto, i.e., ,

.
For the substitution attach, we have

In order to compute , we need the following lemma.

Lemma 3.1:For any and any , we have
either

i) ; or
ii)

.
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Proof: Assume that ,
then there exists an . We
define a function from to

by . It is easy to
see that is one-to-one, which implies

On the other hand, we can define a functionfrom
to by

. Again, is one-to-one, which implies

giving the proof of the lemma.

From Lemma 3.1, can be rewritten as

It follows that both and must be the reciprocals of a power
. That is, and for some integers and

with , and so performance of a linear A-code overcan
be determined by the parameters and . For given

and (which correspond to the security level of the A-code),
and and (which correspond to the key size and the length of
tag), we would like to have as large as possible. Equivalently,
for given and (the number of sources), we would like
to construct linear A-code with such that and are
as small as possible.

IV. I NTERPRETING A LINEAR A-CODE AS

A FAMILY OF SUBSPACES

Definition 4.1 [11]: An A-code is calledI-eq-
uitable if it has the additional property that

Given an A-code , we may, without loss
of generality,1 assume is an Abelian group. Let

. We define a new A-code with

defined by .

Lemma 4.1:Let be an A-code. Then
defined above is an I-equitable A-code

and , where and are the probabilities of substi-
tution attacks in and , respectively.

Proof: For any and , we have

So is I-equitable.

1If A is not an Abelian group, we can define an operation on it to make it an
Abelian group.

On the other hand

The I-equitable property means that for any choice ofand
, has the least success chance for impersonation attack,

and maximizes . Using Lemma 4.1, we will only consider
I-equitable A-codes.

We further assume that . Then the source state
of a linear A-code can be interpreted as surjective
linear mapping from to . Indeed, for a given , let

. If there exists and
such that , since the A-code is I-equitable, we
know that . It follows that there ex-
ists an isomorphism from to and is an -linear
mapping from to and . Notice that

. Otherwise, if is authenticated, the authenticated mes-
sage can be substituted with that the re-
ceiver will always accept as authentic. This contradicts the as-
sumption . Thus, we can simply replaceby without
changing the parameters of the A-code, and the procedure can
be repeatedly carried out until each element inis an onto
linear mapping from to . We then take to be .

Let denote the -dimensional linear space over .

Definition 4.2: A linear A-code is called an
linear A-code if , , ,

and .

Theorem 4.1:There exists an linear A-code if
and only if there exists a family of subspaces of

is a subspace of

such that

i) ;

ii) , ;

iii) , .
Proof: Consider an linear A-code

and let

Since is I-equitable, , and so
. From Lemma 3.1, we know

It follows that , and
the necessity follows.

Conversely, if there is a family of subspaces of
such that conditions i)–iii) are satisfied, then we take
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and . For each subspace ,
there exists an -linear mapping from to such that

. Let . Then it is straight-
forward to verify that is an linear
A-code.

V. BOUNDS ONLINEAR A-CODES

In an linear A-code over , given and
we would like to have as large as possible. In this section, we
will derive some upper bounds on . We denote
the maximal for which an linear A-code over

exists.
Let

denotes theGaussian coefficient. Then, the number of -di-
mensional subspaces of is , which gives an upper
bound for .

Theorem 5.1:For any integer with and
prime power , we have

For , the bound in Theorem 5.1 is tight as the following
corollary shows.

Corollary 5.1:

Proof: Let be the set of all -dimensional sub-
spaces of the -dimensional vector space . Then

. Since for any , ,
, from Theorem 4.1, we know that there exists an

linear A-code over .

If we take and , then . We obtain a
linear A-code. In other words, we have a linear

A-code with the following parameters:

and

We note that A-codes with these parameters were first con-
structed by Gilbert, MacWilliams, and Sloane [10]. Their con-
struction uses projective planes and works as follows. Letbe
a prime power. Consider the projective plane over
the fields . Fix a line in . The points on are
regarded as source states, points not lying onare regarded as
the encoding rules (i.e., key), and the lines different fromare
regarded as the messages . This results in an A-code
with source states, authentication keys, andauthenti-
cators. The deception probabilities of this code are

On the other hand, choosing different values ofin Corollary 5.1
results in linear A-codes with different parameters.

The following result improves the bound in Theorem 5.1
when .

Theorem 5.2:For an linear A-code over , we
have

Proof: From Theorem 4.1, we know that there is an
linear A-code if and only if there is a family

of subspaces of , with
and . For each

, let denote the family of subspace of of
dimension . It follows that

We claim that

Otherwise, if is a subspace of dimension
, then is a subspace of both and which contradicts

the assumption that . We then have

The desired result follows immediately.

For any fixed and , as we have

It follows that

(1)

In the next section, we give a construction that meets the
asymptotic bound in (1).

It is also worth pointing out that while in the general theory of
A-codes it is possible that the size of source states grows expo-
nentially with the size of the key, for example, the construction
based on universal hash family (see, for example, [27], [2], [26],
[28]). Because of the structure restriction, this will not be true
for linear A-codes. In fact, from Theorem 4.1, it is easy to see
that , and this bound can be asymp-
totically achieved. For example, if , then,
as we will show in the next section, we have a linear A-code
with .

VI. CONSTRUCTIONS

Rank distance codes [9] have been used to construct dis-
tributed authentication schemes such as-codes by Johansson
[12] and group authentication by van Dijket al. [8]. Inspired
by their work, we show that linear A-codes can be constructed
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from rank distance codes. It turns out that such constructions re-
sult in linear A-codes that asymptotically meet the bound in the
previous session.

We first review rank distance codes studied by Gabidulin in
[9]. Let be a set of by matrices over . The
distance between two matrices and in is defined
by and the minimum distance of,
denoted by , is defined as

Let and . We call an rank
distance code. The following theorem establishes the relation
between linear A-codes and rank distance codes.

Theorem 6.1:If there exists an rank distance
code over , then there exists an linear A-code
over .

Proof: Let be an rank distance code. We
define a set of by matrices

where denotes the by identity matrix. For each ,
we define

where and . We consider the set of subspaces
of

Clearly, and , we show that for
any

Indeed

From Theorem 4.1, we know that is a
linear A-code and the claimed result fol-

lows.

As shown in [12], in an rank distance code,
we always have , where . Codes
for which the equality holds are calledmaximum-rank-distance
codes(or MRD-codes for short). Johansson [12] showed that
MRD-codes can be constructed from linearlized polynomials.

Recall that a polynomial of the form ,
where is called alinearized polynomialover . Let

be integers satisfying . By , we
denote the set of all linearized polynomials of degree at most

. Assume that are specified elements of
the field which are linearly independent over . For each

, set

...

We associate with an matrix ,
which is obtained by writing (expressed in a fixed base)
as a row vector with entries .

Lemma 6.1 [12]: is an MRD-
code. That is, is an

rank distance code.

Corollary 6.1: Let be integers satisfying
and let be a prime. The above construction from linearized

polynomials results in a linear A-code.
Proof: Put and . Applying

Theorem 6.1 and Lemma 6.1, we obtain the desired result.

Example 6.1:Choosing and , we have a
linear A-code with , , and ,
with . The code has the same parameters as
the A-code , where

, and defined as ,
. It is easy to verify that is linear and

.

Comparing Corollary 6.1 with Bound (1), we get the fol-
lowing result.

Corollary 6.2: The parameters given in Corollary 6.1 asymp-
totically meet the bounds in Theorem 5.2.

VII. A PPLICATIONS

Linear A-codes have been implicitly used in constructing dis-
tributed authentication schemes, for example, A-codes [12],
group authentication schemes [16], [8] and one-time fail-stop
signatures [20]. With appropriate modification, these construc-
tions can be generalized toany linear A-codes. In this section,
we show how linear A-codes can be used as a building block for
constructing group authentication schemes and broadcast au-
thentication systems.

A. Group Authentication Schemes

Group authenticationschemes, also known asthreshold au-
thenticationschemes, were introduced by Desmedtet al. [7]
to generalize conventional A-codes. In a group authentication
scheme, there are multiple senders and the generation of authen-
ticator requires collaboration of an authorized subset of senders.
In a threshold authentication scheme, there aresenders
and generation of authenticator for a message requires collabo-
ration of at least senders. A general method of constructing a
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threshold authentication system is by combining a secret
sharing scheme [21] and an A-code, by sharing the authentica-
tion key among the senders. It is known that a direct combi-
nation will fail to fulfill the security requirement of such sys-
tems; and caution must be exercised in regard to the authentica-
tion operation for the generation of authenticator such that one
cannot recover the underlying authentication key even if he/she
has seen the authenticated message from the authorized group.
To the best of our knowledge, all the previous constructions
use Shamir’s secret sharing and some particular examples of
linear A-codes [7], [8]. We show that this construction method
is generic in the sense that one can always construct group au-
thentication schemes by combiningany linear A-codes and a
(linear) secret sharing scheme.

The construction of a group authentication scheme
proceeds as follows. Let be an linear
A-code over . Assume that there aresenders
and a receiver . Assume and are

distinct elements of ( is associated to ). Let
be random values in . The key of is

and the key of is

(2)

Since is an -dimensional vector space over , the
right-hand side of (2) is well defined. Assume thatsenders

want to authenticate a message . Each
computes

and sends to the receiver , where
. The receiver computes and accepts

as authentic if .
The security proof of the above schemes is similar to [8].

Thus, various group A-codes can be obtained through different
choices of the underlying linear A-codes. In general, we can
always combine a linear A-code and a linear secret sharing
scheme to construct a group A-code.

B. Broadcast Authentication Schemes

Broadcast A-codes(also calledmultireceiver A-codes) [7]
are another extension of conventional A-codes. In a broadcast
A-code, there are multiple receivers, and a sender can authen-
ticate a message to all receivers by broadcasting a message in
such a way that each receiver can individually verify the au-
thenticity of the message. An obvious solution is to use a con-
ventional A-code and give all receivers the same key of the
A-code. The sender can just broadcast the authenticated mes-
sages of the A-code. This is not secure because a receiver can
impersonate the sender and send fraudulent messages to other
receiver. Another solution is to choose individual authentication
keys for each receiver to share with the sender. To authenticate
a message, the sender generates all the authenticators for all the
keys, and broadcasts the concatenation of them which each re-
ceiver can verify its authenticity through his/her corresponding

component. This solution, although secure, is very inefficient
when the group of receivers is large as the number of keys and
the length of broadcast increase linearly with the number of re-
ceivers.

Desmedtet al. [7] gave a solution that achieves both effi-
ciency and security. To guarantee the efficiency, they relaxed
the security requirement to the threshold security; namely, it is
assumed that the number of the malicious receivers (who might
collude to attack the system) is bounded by some threshold pa-
rameter. More precisely, in a broadcast A-code, there are

receivers in which at most malicious receivers might try
to attack the system. A broadcast A-code was constructed
in [7] using the linear A-code of Example 6.1. We will gener-
alize this construction method for general linear A-codes.

Let be a linear A-code over . A broad-
cast A-code using can be constructed as follows.
Let denote receivers and let be the sender. The
key for the sender is a -tuple , and
the key for is

where are public, distinct elements of . To
authenticate a message, the sender broadcasts the authenti-
cator to all receivers, where

, for . Upon receiving the broadcast
message, accepts as authentic if

Again, using a proof similar to [7], it is not difficult to prove
the security of the above construction. We emphasize that in this
construction the key size of the sender and the size of broad-
cast grows linearly with , the security parameter of the system,
rather than, the number of receivers in the previous trivial solu-
tion. By choosing efficient underlying linear A-codes, we obtain
more efficient broadcast A-codes than previous known schemes.

VIII. C ONCLUSION

Linear A-codes are a new, interesting class of A-codes. We
have shown that such A-codes can be characterized in terms
of families of subspaces of vector spaces over finite fields.
We derived an upper bound on the number of source states of
these codes and gave constructions that asymptotically meet
the bound. However, the construction that is closed to the
asymptotic bound is only when, the size field, is sufficiently
large. An interesting research problem is whether the bound in
Theorem 5.2 can be met for general, and in particular, when

is small.
A linear A-code is defined using vector

spaces over finite fields. Another interesting question is: if we
relax the underlying algebraic structure from a finite field to an
Abelian group (or modules over a ring), can we improve the
bound of Theorem 5.2 or give other nontrivial constructions?

We believe linear A-codes can be used in other distributed
systems in which A-codes play a role and so exploring such
applications needs further work.
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